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Every company needs an Advanced i
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Threat Protection "ATP" & up-to-date

spam filter. Protect your company &

against phishing emails.
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When connecting to something e
other than your home WiFi, you -
should use a VPN. -]

PASSWORD MANAGER
Use one that reminds you to alter
your passwords often & alerts you
to any breaches or leaks.
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MODERN FIREWALL

Does your firewall protect you
from malicious attacks? Verify
your firewall is protecting you
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and is reliable. 3
D CYBER SECURITY TRAINING . |:|
Train your users - often. \}\
Offer phishing simulations and J\ N
]

entertaining web-based training N

NN
solutions. Create a healthy < \\/

security-aware culture. .
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* NETWORK PROVIDERS, INC.

Cybersecurity Checklist

Use this checklist to become cyber smart and protect your company's health from cyber attacks and
breaches. If this checklist is having you question your company's cybersecurity status and processes,
schedule a discovery call with us to see how we can help. Call 801-706-6980!

MFA (2FA) LOGIN POLICY

Turn on Multifactor Authentication with
emails, bank accounts, social media, etc.
Utilize it on every available application in
case password is compromised.

ANTIVIRUS

Some say it's irrelevant. News
articles say it's outdated. Wrong!
Antvirus is the best line of defense
against tracking and storing data.

DARK WEB SCANS

Don't get caught inside the dark web.
Take action against stolen credentials
that have been posted for sale.

UPGRADE SYSTEMS

Keep technology devices updated.
Workstations need to be updated
every 3-4 years. 2008 and older DNS
servers must be replaced & updated
with latest versions.

RESPONSE PLAN (WIRP)

Utah businesses need to follow TS
the "Safe Harbor" standards (aka o
Utah's Cybersecurity Affirmative <~
Defense Act). It's vital to have a
Written Incident Response Plan in
place for your company.

Let us do a free assessment on your system.
www.networkprovidersinc.com
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